be3 yzpo3

PasBopoTHeBa E.[., yuntenb nHpopmaTumku,
KflacCHbIN pykoBoauTtens 5 B




Llenb

PaccmoTpeTtb nytn popmuposaHmna MHGOPMaLUOHHON KYNbTypbl U
6e3onacHocTK nogpacratowero nokoneHma ana sppeKTuBHoro
UCNoNb30BaHUA BO3MOXHOCTeN rnobanbHoun Cetu B 0byueHnn n

BOCNUTAHWUMU, 3aLUUTE NOAPOCTKOB OT UHTEPHET-PUCKOB U
COXPaHEeHWUU 340pOBbA
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Jletn m MoJsIOIEIE TFOOH B

OHJIAHHOBOH Cpene JOJDKHEI OBITE
OCBEJOMJIEHEI KaK O €€ BO3MOXKHOCTAX,

b4
TAK H O JIOBYIIKAX




CtaTuctuka

e B Poccun 10 munnnoHos ageten B Bo3pacrte Ao 14 ner
AaKTUBHO nonb3yetca MHTepHeToM, 4TO cocTtaBasaeT 18%
UHTEPHET-ayAUTOPUM HALLen CTPaHbl.

* 6,3 M/NIH. AeTeun BbIXOAAT B UHTEPHET U3 LLKOADbI;

* ABe TPeTu AgeTeiu, BbIXoAALUX B CeTb U3 A0Ma, AenaloT
3TO CaMOCTOATE/IbHO;

* pPOAMUTENIbCKUIM KOHTPOJIb HaA NOJib30BaHUEM pebEHKOM
UHTepHeTOM coxpaHAaeTca go 11 ner.

e MobunbHblie TenedoHbl UMeIT 0KoN0 90% aeteu
B Bo3pacte oT 12 oo 19 net n OKONO NOZIOBUHDI -

B Bo3pacTte 9-12 nert
.%“ W@,

% % o
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DaHHble LeHTpa be3onacHoro MHTepHeTta B Poccum, fockomcraTta Poccun, BULUOM, ®OM, onpocosB Pambnepa, Ton100



«KaKHe OIIaCHOCTH
NIOACTEPEralOT AEeTEH
B HHTEepHeTE?»




Buabl oH-nauvH yrpos

UHTepHeT-MOLWEeHHNYeCTBO

Cpeau NHTEepHET-MOLWEHHNYECTB LLINPOKOE
pacnpocTpaHeHue nosnyyuna npuMeHsemad
Xakepamu TexHuka «phishing»,coctosilias B ToM, 4YTO
B anblUMBOE 3NIEKTPOHHOE MUCbLMO BKITHOYaeTCcd
CCbifika, Begyuwad Ha nonynspHbin y3en, HO B
OEeNCTBUTENBbHOCTM OHa NPMBOAUT MNoSfib3oBaTend Ha
MOLLUEHHNYECKU y3€en, KOTOPbIN BbIMAAUT TOYHO Tak
Xe, Kak odouumnarbHbIN.

A3apTHble Urpbl

B otnnyne ot urposbiX cauToB, CauTbl C
asapTHbIMM UrpamMmm MOryT Oonyckatb, 4TO
nogn  BbIMTPbIBAKOT  UNKM - NPOUrpbIBatOT
urposble AeHbrn. CanTtbl C Urpamm Ha geHbru
0ObIYHO cogepXaT WUrpbl, CBA3aHHbLIE C
BbIMIPbILLEM WU NPOUrPbILLEM HACTOALLMUX
OEeHer.




Buabl oH-nauvH yrpos

OHnavH-nuparTcTBO

OHnanHoBOoe  NupatcTBO —  3TO
He3aKoHHOe KonupoBaHune n
pacrnpocTpaHeHne (Kak onsa genoBblX, Tak
M Ong  JNUYHbIX  Uenen) martepuanos,
3alMLLEHHbLIX  aBTOPCKMM  MpaBoOM  —
Hanpumep, My3blkKM, OUNLMOB, UIP WU

nporpamMmm — bes paspeLueHuns
npasoobnagarensi.
S
(L)
UHTepHeT-XyNUraHcTBO o )

B WHTepHeTe noaBunucb  CBOWU
XYNUraHbl, KOTOPbIE OCMOXHSAKT XU3Hb
apyrum nosnb3osarensam UHTepHeta. [lo
CYTW, OHU Te e [OBOPOBble XyJUraHbl,
KOTOpble Mosiy4aroT yOOBOSIbCTBME, XaM4
N rpydsi OKpyXKatoLmMm.




Buabl o

H-NanH yrpos

MaTtepuansbi
HeXenaTtesribHOro

cogepxaHus
Marepmnanpl mopHorpadpuyecKkoro
HEeHABHUCTHUYECKOT'O COAePIKaHu s
CyULUJA/IbHOU HAIIPAaB/I€HHOCTH,
CeKTAaHTCKHe, C HEHOPMaTHUBHOU
JIeKCUKOM U T.J.

HepnoctoBepHaa nHdpopmauus

[lonb3oBaTenu Cetu JOIMKHbI
MbICIIUTb  KPUTUYECKN, 4YTODblI OLEHUTH
TOYHOCTb MaTepuanos, MOCKONbKY

abCcontoTHO Nobon MOXeT onybriMkoBaTb
nHpopmaumio B IHTepHeTe.
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Buabl oH-nauvH yrpos

NpecTtynHukn B UHTEepHeTe

[TpecTynHUKN NPENMYLLECTBEHHO
yCTaHaBNMMBalOT KOHTaKTbl C OETbMU B
yatax, npu obMeHe  MIHOBEHHbLIMU
CoObOLLEHNSIMN, NO JNIEKTPOHHOM MouTe
nnn Ha goopymax.

BpenoHOCHbIe nporpamMmmbl

K BpeaoHOCHbIM MporpaMmmamM OTHOCHATCS
BMPYCbl, YEPBU N «TPOSIHCKNE KOHU» — 3TO
KOMMbIOTEPHbIE MPOrpamMMbl, KOTOPbIE MOTYT
HaHeCTM Bpen BalleMy  KOMMbHOTEPY W
XPaHALLIMMCS HA HEM JaHHbIM.

BpenoHocHble nporpammbl 4yacTo
MaCKUPYIOTCS NoA: KapTUHKU, MY3bIKY, BUOEO
n apyrve nporpaMmmbi




«Kaxk H30exarThp
THX OIIACHOCTEH?»




[lpecTynHUKn B UHTEepHeTe

 Hukoroa He
corfnawanTtechb Ha
NNYHYO BCTPEYY C
ntoabMun, ¢ KOTOPbIMK
Bbl NMO3HAKOMUITNCL B
VIHTepHeTe.




[

xoauTe B nabopoTopumio
obHOBUTE aHTUBUPYCL!!

!

Hwukorga He OoTKpbIBaUTe HUKaKUX
BJTOXXEHUIN, NOCTYNUBLLKNX C
9NEKTPOHHbLIM NMUCbMOM, 3a
NUCKIIOYEeHNneM Tex crny4vyaeB, Koraa Bbl
oXugaeTte nosiydeHne BNOXeHUs n
TOYHO 3HaeTe coaepXMmMoe Takoro
doanna.

CkaunmBanTte dpaunrbl N3 HageXHbIX
NCTOYHMKOB 1 00s13aTENbHO YnTanTe
npeaynpexageHna od6 onacHoOCTH,
NUUEH3NOHHbIE corfaleHnsa n
NONOXeHns 0 KoHMaeHUManbLHOCTN.

PerynspHo yctaHaBnmBanTe Ha
KOMNblOTEPE nocriegHne obHOBNEHUS
6e3onacHOCTU U aHTUBUPYCHbIE
cpencTtsa.



WHTepHeT-MOLEeHHUYeCTBO

* [locewasn Beb-canTbl, HY>KHO
CaMOCTOATENBLHO HabupaTth B
obo3peBartere agpec Beb-canTta
NI NMOJSIb30BaTbCS CCbINTKOW U3
«N3BpaHHOro»; HUKoraa He HY»XHO
LLieNniKaTb Ha CCbISIKY,
coaepXallyrocs B
No4O3PUTENBLHOM 3N1EKTPOHHOM
nncome.

« KoHTponupyinte cnucaHme
CPELCTB C BalUNX KPpeaUTHbIX UK
NUUEBLIX CYETOB.




A3apTHble Urpbl

e [loMHUTE, YTO HEeNb3S
nrpaTb Ha OeHbIN.

 Urpante B He MeHee
yBneKkaTtesibHble Urpbl, Te,
KOTOpble He npegnosaratoT
NCMONb30BaHNE HamnM4YHbIX
nnn 6e3HannYHbIX
npourpbiLLEen/BbINTPbILLIEN



OHnavH-NUpaTcTBO

PlRf‘\TES

[TomHUTE!

[lnpaTcTBO, NO CYyTH,
0bbl4HOE BOPOBCTBO, U Bbl,
cKopee Bcero, Bpsig nu
3axX0TUTe cTaTb BOPOM.

3HanTe, YTO NOANINHHbIE
(NUUEH3NOHHbIE) NPOAYKTbI
BCeraa BblrogHee u
HagexHee nnmpaTcKou

npoayKLumu.



UHTEepPHET-XYyNUraHcTBo

* WrHopupymTe MHTEPHET- XYNUraHos.

« Ecnu Bbl He bygeTe pearnpoBaTb Ha
NX BO3OEeNCTBUSA, OOMbLUNHCTBY U3
HUX 3TO, B KOHL|e KOHLIOB, HA40ECT U
OHW yuayT.




HepnocroBepHaa uHopmauua

« Bcerpa nposepsinte cobpaHHyo B
CeTun nHdopmMauuto nNo apyrum
NCTOYHUKaM.

« [Ina npoBepku matepuanos
obpatuTtechb K Apyrmum cantam unm
CMW — razetawm, xypHanam u
KHUram.




MaTepuansbl HeXenaTtenbHOro

onepPXaHNA

« KWcnonb3ynte cpencrtea
dounnbTpaunm HexxenaTenbHOro
mMaTtepuana (Hanpumep, MSN
Premium’s Parental Controls nnu
BCTPOEHHbIE B Internet
Explorer®).

* Hayuymntecb KpuUtn4yecku
OTHOCUTBLCA K coaepXaHuto
OHJTAaMHOBLIX MaTepuanos N He
OOBEPATb UM.




PaameweHne nuuHon uHcpopmayumm

« Hwukorga He nybnukynuTe B HUX Kakyto-nnmbo nnyHyo nHdopmauuio, B
TOM yuncre pamMununio, KOHTaKTHy MHdopMaunto, JOMaLLHNN
agpec, Homepa TenedoHoB, Ha3BaHMeE LLKONbI, agpec ANEKTPOHHOMN
NoYTbl, pamMunmmn gpysen unm poacTBeHHMKOB, CBOM MMEHa B
nporpaMmmax MrHoBEHHOro obmMeHa coobLLEeHNAMIU, BO3pacT UM

Oarty poxaeHus.

* Hwukorga He nomellanTe B XXypHasrie NpoBOKaLUOHHbIE poTorpadoumu,
CBOM UNu Ybn-NMBO eLle, N BCcerga NpoBepanTe, HE pacKpbIiBaKOT NU
n3obpaxeHus UNu gaxe 3agHUn NraH goTtorpadun Kakyo-nmodo
NUYHYIO MHOPMaLUIO.

47 MUAAUOHoB noavsoBameneit
3aX009M Ha callm <BKoHmakme>>
Kaxkoblil deHb. OHU Mozym ybudemo
UHpopMayuro o mede.

0G




PasamelweHune nMuHou uHopmauuu

doTorpacum
KommeHTapuu

JInyHbIe KOHTaKTbI
CeMbsi 1 pOACTBEHHUKU
oM n noKynku

LLikona v oTnyck

CDOTorpacbvm, KOTOPbI€ Tbl BbIJTIOXWUJ1 BYepa, CMOryT yBuaeTb nocrie3aBTpa U NO3Xe.

OpHOKNacCcHUKU ‘

Poautenu oo
Coceaun
Yuyutens
NMpenoanaBatenun BY3a
TBoM getn

S
b

[JencrtBym cerogHs TaK, YToObl 3aBTpa He ObISfI0 CTbIAHO!



MOBWJIbHBIYM NHTEPHET

B MOOUABHOM meAedpoHe MH020 BaskHol uHgpopMauuu!

*  Cnucok KoHmMmakmo;
*  AudHole gpomoepagpuu/Budeosanucu;

*  AaHHble docmyna K aAEKMPOHHOU novme U UHbIM
akKayHmam 8 cemu;

*  AaHHble 0 daHkoBeKkuxX Kapmax u naamexxax;
» TTpuBsgska k daraHcy cuM-Kapmaol.

CAedu 3a cBoum MOOUABHOIM MeAedPOHOM UAU
NAGHWEMOM!

YemaroBu naporb Ha BkarodeHue ModuAbHO20
meAegoHa!

YemaroBu modurbHolil aHmuBupyc!

Ueropupyii 36oHku u CMC ¢ He3HakoMbIX HoMepoB!

Mpobepsii, kakue
npaba npocum
MoOuUAbHoe
NPUAOXXeHue!

370 NPUNOXEHWUE NONYYUT AOCTYN K
YKa3aHHLIM HUXEe AaHHbIM
YcTaHoBUTL ero?
e Coobwennn
Ceresou obme
Heor fUEHNBIN
JnyHan uudopmauma

MNamare

VaMEHBHKEe WK yianesne

MnaTHbie yenyru

OHMBIX

TenedoHubie BbI30BbI

OTmeHa YcTasoeuTh




NMHTepHeT-3TUKeT

B uHTEpHETE, KaK B peaabHOM )KU3HU

Hckaxatp uyxue gpotorpapun

BBIKH&)IBIB&TI) CCHBI HACWJINA U YHUIKXCHUA

[ pyOUTH M OCKOPOJISITH B TUChbMaX U KOMMEHTapHUSIX

Hcnons30Barh 4yue MaTepualibl 0e3 pa3perieHus

Korjia oGmjaenibcsi B OHIaiiHe, OTHOCUCH K JPYTHUM JIIOASAM Tak, Kak Thl XOTEJ Obl,
4T0OBI OTHOCHJIUCH K TeOe.

M36eraii CKBEpHOCIOBUS ¥ HE TOBOPH BEIlCH, KOTOPbIE 3aCTaBAT KOI'O-
TO IIOXO C€0si YyBCTBOBaTh. by/lb BEXKIIMB U APYKEIHOOECH

OTkaxuch OT OOIIEHUs C HEMPUATHBIM Y€JIOBEKOM, BKJIKOUH €T0 B «Y4€PHBIN CIIUCOK»,
yIaJid U3 «JIpy3€i» WIn BbIMAW U3 Yara

Ecnu 1e0a 00MxaroT B MHTEPHETE — MOCOBETYICSA C POJUTEIISIMUA U YIYUTEIIAMU!

KudepdyAruHz (MPOAAUHZ): NOCMOSAHHbIE 0CKOPOAeHUS U YHUXKeHus B uHmepHeme



Kak BUPTYAJIBHAJSI ceTb MOXKeT BJIUATDH
Ha PEAJIBHY IO xu3ep

MOMHW: 3a BUPTYAJIbHbBIE npectynneHus
oTBevaroT
no PEAJIbHOMY 3akoHy

* CT. 272 YK P® - HenpaBoMepHbI AOCTYMN K KOMNbIOTEPHON
nHgopmaLmm
(no 5 net nuweHus ceoboabl);

* CT. 273 YK P® - Co3paHue, ucnonb3oBaHue U pacnpocTtpaHeHue
BpeAoHOCHbIX nporpamm ansa OBM (5 net nuweHua ceoboabl);

* CT. 274 YK P® - HapyweHue npasun akcnnyatauuun 3BM, cuctem
9BM unu ux cetu (go 5 net nuweHua ceoboabl);

* CT. 129 — Kneserta (8o 5 net nuweHna ceobogbl);

* cT. 130 — Ockopbnenue (o 3 net nuweHus ceoboabl);

* cT. 159 — MoweHHu4ecTso (Ao 10 net nuweHua ceoboabl);

* CT. 165 - lNpuymnHeHue umywiecteeHHoro ywepba nyrem obmana unm
3noynotpebneHus pgoeepuem (0o 5 net nuwenua ceoboabl);

* CT. 146 — HapyweHue aBTOPCKUX U CMEXHbIX NpaB
(no 10 net nuweHna ceoboabl);

* CT. 242 — He3akoHHOE pacnpocTpaHeHue nopHorpadU4eckmnx
mMartepuanos unu npeaMmeTtos ( Ao 5 net nuweHus ceoboabl);

* CT. 242 (1) — N3rotoBneHue n o6opoT matepuanos Unu NpeaMmeToB
C NopHorpaguyeckumm n3obpaxeHnamMm HecoBepLLIEHHONETHUX
(no 15 net nuweHna ceobonbl).

r Ly =4



NMHTepHeT-3aBUCUMOCTb

. .’f;
M @
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OrpaHunyb
Nofb30BaHUE UHTEPHETOM,
XXUBU peanbHOU XU3HbHO!

NMpu3Haku :

cMauWb 3a KOMMNbIOTEPOM OonblLue
1 yaca B AéeHb;

He Xo4ellb OTPbIBAaTbCA OT KOMMNbIOTEpa,

BKJIlOYaellb KOMNbIOTEP paHbLue,
YyeM yMoelbCH;

nyduwie nourpaellb, 4YeM noellb,
nioxo cnub U He BbiCbiNaelbCA,

yaobHen obwaTtbCcA B CeTH,
YyeM B XXU3HU;

pyraewbcsi C poauTeNnsAMU, Korga HyXHo
BbIKIMOYUTb KOMMNbIOTEP U MOMOYb MO
AOMYy, caenaTtb YPOKM;

roToB comnraTtb, 4YyTOObI NOCMAETb
3a KOMNbKOTEPOM MNMoAaonbLie;

rotoB TPaTUTb AeHbIN Ha GOHYCbI
B Urpax.



UHTEPHET-3ABUCHUMOCTD U 3/10POBBE

6 Poccuu do 80% wikoAbHUKoB
8 Bospacme 12—13 rem B Poccuu noAHocmbro 300poBbl moAbko

cMpadarom KOMnbroMepHoU 14-23% WKOAbHUKOB
3abucumocmeoro.

Kaxoeti mpemuli BoinyckHuk
uMeem OAU30PYKOCIMb,
HapyweHue 0CaHKU

\/

Kaxdelli vemBepmaoiii
BoinycKHUK uMeem
NAMOAO2UHD CepIeUHO ~
cocyoucmol cucmemeol.

75% WKOAbHUKOB Haxoodamcs /2
8 ycroBusgx zunoduHamuu

Orpanu4b NOJb30BAHUE HHTEPHETOM, )KUBH PeaJIbHOMN KU3HbIO!




[Ona 3aWwmTbl AeTen B OHIAMHOBOMU cpeae He CylecTByeT eAUHCTBEHHO
BEPHOro peLueHus.

310 rnobanbHaa npobaema,
KoTopana TpebyeTt rnobanbHOro peweHua Bcex cnoes obuiecrtsa,
BK/IlOYAA CaMUX AeTeUn, X poautesien n negaroros




LleHn cBOe BpeMA

A Ha uHTepHeT
nocrapamca TpatuUThb
He 6onbwe 20-30 MuHYT
B AeHb!




* UHmepHem Moxxem
6bImb ripekpacHbIM U
rnosie3aHbIM cpedcmeom
0151 0by4eHus,
omosbixa usu obweHus
c dpy3bsIMU.

 Ho — Kkak u peasnbHbIU
mup — Cemb moxe
Moxxem 6bimb onacHa!




CITACUBO 3A BHUMAHMUE!

BE3OIIACHOCTD
yﬁ. B UHTEPHETE:
i KacaeTcs Beex,
Y Kacaercs KayKaoro !




