NMAMATKA
O BOSMOXHbLIX BMaax M cnocobax
MOLUeHHMYecTBa M nopagke
obecneyeHma nMuHoOU pMHaAHCOBOM
6esonacHoOCTH
(ana yuactHukos CBO)




noBceAHEeBHYK XKWU3Hb ,g,m oonbLie
pa3uoo6pa3nuj§$ﬁi uupposbie
3 KauecTBe TnIATEXH IbIX CUCTEM:
S KapThl, cmapT(th‘hl " KOMNBIOTEPb!.
C .pasBuTHEM - Taxuiy'-
cepeucos ABAAK:
Momeuumiqgc.:ga, i _
AeHeXHble ‘epeAac rpaana
yyacTHukoe CBO w’;lx poacTBeH .

"|T06bll He cTaTh )KepTBOM Heoﬁxonumo
cobnwpathb | npaanna Ge30nacHoOro nonb30BaHUsA
uucbpoablmz YCTPONCTBaMM, copepXxawumm
NUYHbIEe AadHHbIe, a 'raloxe NaHHble 0 DAHKOBCKMX
KapTax, cyerax.

fieunanucrbl MBJJ Poccum

. .noaroToBMNM AnNA  Bac NaMATKY. I'Ipe,qnaraeM
5. BHUMaTEsLHO osuaxommu&c ee cogepXxaHuem U
; 3

o’mlep)xuaamcn N3NOXKEHHbIX peuomeﬂ.uauuu
A c6epeqb .qenexaq.le cpencTea oT




AGOHEHT! nony@pr Hg‘li 1o6un
coobuienne:  «Xotute DMOY L
cne uaanou BOEHHOW onepauuu‘7 I'Iepe'mcnm'e
cpepacTBa, otnpaBue.SMS Ha KOPOTKUA HOMEPY.
: ,b CEBA. Cnepyer
NOMHWUTE, 4TO No 0B .' iy Ha SMS c
HEe3HaKOMbIX HOMepOE "MpOBZ b Henb3as, 3TO
MOTYT ObITE MOLLUEHHWNKW. 3 0N
OKa3aTh, MaTepuanbHy:o/
ikam CBO, To p.emmayme TakK:
B odhmumanbHOM &cTqum(e — Ha
/caitTe, Ha CTpaHMy4Ke B COLICETAX W[ B Tenerpam-
kaHane, AaHHkie 006 opraHusauun oKasblsammen
NoMOLlb yqacmwxam CBO;
npoBepsTe NOANIMHHOCTb _-faHHbIX (o
AesTenlbHOCT. .t opradu3aumm. § Zans 3TOrO
O3HaKoOMbTech" ™ OT3biBaMn -~ 0. ee pa601'e
nepe3BoHUTEe T OHTaKT TeredgoHy/  u
—~-YTOYHUTE Uenu opr nusaum op;mm( okaszaHus
NOMOLLM Y4YaCTHUKaM CBO peKBM:suTbl/ ans
~ MepesMMcreHns AeHeXHbIX CPeacTs. Hanpumeép, Ha
"'cawre"*‘npaex'ra «Bce ana nobeanm™HapoaHoro —
_ ®@poHTa ykasaH Homep 3030 ans }60H6HTOB Tele2 - .
—W Poctenekom busHec, H OTOpbIA  MOXHO
ompaanmb CMCccyMMden’f RIBOBAHMRAICEEE.

/_". :—'// > : ~;_ -
./"—N/-:“./,—"" —




COOBLIEHUE B COLUANBbHbIX CETHAX O
MOMOLLY B MOUCKE BOEHHORJIEHHbIX,
“  NPOMNABLUUX BE3 BECTH

®  YyactHuky CBO npuxoguT coobueHue B
coumanbHon cetn. MouweHHuK coobujaer, HTo
MOXEeT NOMOYb B NoUCKe poACTBEHHUKa wnu apyra,
KOTOpPbLIA nonan B §ne padeH. HAna 3Toro
npeanaraeTcs  neps u.? iCANTL  cpeacTBa Ha
yKa3aHHbBIA - B cooPpLieHNn ) cveT, TenedoHHbLIN
Homep I'locne TOrP, Kak. AeHLIW nepeyucreHbl,
MOFyT yroBapuBaT JB3ATh KemQ'r B OaHke ans
DOTIONHW’ bno omoum ¥ kg4

KAK OBESOMNACUTD | E;[;

NOMHMTE, - *' ‘Ha coob6LieHnss He lia;co

BaTBHenbL3s, Yalle BCero v % ﬁlé HUKW,
-‘ ‘

'ECHIW  fpebyetcs nomoLyb |
BAYeT 1 0bpaTuThec B MuHucTepctge o P C
‘¥ Paceuuckon  dDenepauum, ny6nwm'.
Bnacrn Jvnu  opraHusauum,

odmumbno 3aH - ——
I T o sopyumicne

vl —m -




YuacTs \xy__‘_'_'.'.m' O nmocT
(hankLUMBOro  COTPYAHMKA CrIyKGhi Gesol
BaHka ugu COTpyAHUKa npasop IHUTE
opraHo c:xgooﬁlgeuuem o 'roM YTO MOL
OchOPMWITM Ha €r0 UMS KpeauT. YToBbI He Ny
no YyXuUM. aonram, yuacvnuxy"'~c_ 0‘l
CPOYHO O(OPMUTL TaKoW e xpgn My
(BCTpEYHbIN 3aeM), a neuemﬂble qpeqc ,,,,, .
OGHanuunTL U nepeBecT Ha Tak HaablaaeMbm“ﬁ"

3onacm=u7l nnu pacqe-rl-lbm cuyeT unu é‘leﬁena'rb §
TPeTbUM Anuam. -

KAK 955,3;} MACUTDb CEBH HeononuMb

NOMHUTB, 4TO N06ON nop,oﬁﬂbl 3Boug -Qne
pYyK Momenuum‘l Cny)x6b| 6am<oa
W COTPYAHWKM * M aao:gp
. HUKorpa Hega‘ﬁﬁj-mr rpe
Heoﬁxo.quuocm Baa'
AeHbrnm Ha «6e:@1 HbIV BHLINY CYe;
~ Mpn. noctynsnexui OHKOB cneayer
__ noBecuTb TP oKy~ o 1epe3Bo PoH
‘;»xhaapunomy Ha oﬁpa, )
: ,;p-..l., Hapo nowmm'. n
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n. « - «BCTPEYHbLIN & \ :
m o Pesep‘ : mg%% _ . SYHEIN . He \
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TEJ'IECDOHHbIM 3BOHOK MNMOKYIIATEJIA
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YyactHuk C - BnagenbLuem
o6bABNEHUA, pa3MelleHHoro B cetn WHTepHeT o
npogaxe UMyLLecTBa. EMY 0 S8BOHNT
«NMoTeHUManbHbLINY nokynarenb, FOTOBbLIM, s
OMNMaTuTh TOBap, HE TOPrysicb, HO UCKMKYUTENbLHO. ..
Ha BaHKOBCKYI0 KapTy. [insi 3TOr0 OH NPOCKT
cooflnTL ee HOMEp, CPOK AencTBuUS, NMUH-koa:
naponu, cekpeTHble koAbl U3 coo6meuuu GaHka o
npoBeneHHON onepaum&

KAK OBESOMACUTL CEBS. HeMennettHo-
npepBatb paaro op, nocxg,nbky 3TO MOLIEHHUK!
Mokynarens He OyAeT MHTepecOBaTbcn AaHHLIMWU
©aHKOBCKOW KapTbiy, KO

St K 38 HOK“EA}{KA
O BITOKUPOBKE KAPTbI.

Yuactﬁy CBO nocr ‘r‘“"rened)ouubm
3BOHOK UnW npuxoaut CMC'C uré’;me OT UMEHMU
PaHKka o "TOM, 4TO ero- .BaMKOBCKas KapTa
~ 3a6nokupeBaHa. Y4acTHUKY CBO coo0LWarT, 4YTo
Anas pa36noxuposxv| 6aHKOBCKOIA KapThbl
Heoﬁxo.qumo NeperT Nno CChLINKEe, YKazaHHOU B
S006IlleAUMM wnu Ha3BaTb 3BOHsillieMy . HOMeEp
GaHKOBCKOM KapTbl, NMUH-kOA, naponun, cekpeTHLIe
KOOb!, KOTOpbLIE Npuxoaunu B SMS coolweHnun or.
GELER

KAK OBE3O0OINACUTE CEBA. He Toponurkcs
HemMeAaAneHHO BbINOMHATL TpeboBaHMA. nMuUa,
npeacraBUBLLErocs COTPYAHUKOM OaHka.
CBsaizatbCsl CO cCnyxbon noadepXKku KIUEeHTOB
CaMOCTOATENbLHO, YTOObLI Yy3HATb O COCTOSHWUMW
KapThbl.




NMPOUCLLECTBUE C POOCTBEHHUKOM

YyacTtHuky CBO nocrtynaer TenedoHHbLIN
3BOHOK unu npuxoaut CMC coobuweHue ot nuua,
npeacTaBnsaowWerocs COTPYAHUKOM
NpPaBoOOXPaHUTENbHbLIX OPraHoB, npeAfaraloLlero
noy4acTBOBaTb B PacKpbITUM NPECTYNNIEHUS WUNu
NMOMOYb nuuy, NPOTUB KOTOPOro BO30YXOeHOo
yronoBHoe pgeno. [ns aroro y4actHuky CBO
npennararoT CPOYHO nNepeBeCTU  OeHeXHble
cpeacTBa Ha onpeaeneHHbIN pacyeTHbIW CYeT unum
nepenarb AEHEXHble cCpeAcTBa TPeTbLUM nuuam.

KAK OBE3ONACUTb CEBA. HemeaneHHo
npepBaTb PasroBop, MOCKOMLKY 3TO MOLIEHHMUK!
Hukakue onepaTtuBHO-PO3bLICKHbLIE MEpPOrNpUATUA U
cCneacTBEHHbIe Aencreus COTPYAHUKaAMMU
NpaBoOXpaHUTENbHbLIX OpraHoB no TenedgoHy He
obcyxaarTcsa U He npoBoasTcs!

NMomHuTeE, 4YTO nepenava aeHer
AOMMKHOCTHOMY Jiuly 3a  ocBoOOXaeHue OT
OTBETCTBEHHOCTU SABNSAETCA B3ATKON.



OLLWBOYHbIU NMEPEBOLA CPEACTB

YyactHuky CBO npw onu,,,,' MS-coobLieHue o
NoCcTynneHnn cpeacTBs 1a cue“,- nepeBefeHHbIX C
nomolubio ycnyru «M@bunsHbIn nepeao.q» nubo ¢
TepMuHana onnar ycnyr. Cpasy 'mocne 3toro
nocrlnaeT 3Bor|ox/” ; ;gﬁtmato'r, YTO Ha cueT
yuyacTHuka CBO ownbosmoinepeseneHbl AeHbrn U

[FHO TeM Xe <<M05M.I'IbeIM
nepeBoAoOM» BeCTN Ha «anBldﬂht,lbm»
HOMEP: W nNEPeBecTH, TO Takas e Cymma
cPUChLIBaeTCs. co yeTa yqac*nuxa CBO.

KAK (.OBE3OIMNACUTb CEBA. CoBetyem .He
’nomaearbr}hwa obmaH.—Ecnu-npocAaT nepesecTu.
HKOGH r_m HO nepeBefeHHY  CYMMY,

OHAMD. ' YTO.. 3TOrO

>

—




KOMNEHCALUWA NEKAPCTBEHHDbIE

neKkapcTBeHHOro npenapara - no« 'rynaeT 3BOHOK NO
TenetoHy U HEN3BECTHLIN (ﬂK06b| npeacTaBuTenb
MuHucTepcTBa 3.qp ooxpaueﬁu HamnoroBbIN
WHCNEeKTop o 3 OTPYAHMUK
npaBooXpaHUTeNnbHBIX | "
npuoopeTeHHbIN npen ar

noanenkon n noxyna'remo

Bbilwe. YToObl NONy4YuTL 3TU AEHbIM HeobxoanmMmo
3annaTuTb NOAOXOAHLIN HANor ¢ CyMMbl, B CBA3N €
YyeM 3MOoYyMbILWIEHHUK YKa3biBaeTq

KOTOPbIN HEQOX0AUMO NepeBeeY!

KAK 30fACUTL 'CEBA. Hemennenno
npepBaTb Pa3roBOp, NOCKONbKY 3TO MOLUEeHHMUK!
I'Ipencraamenb MWHucTepCcTBa 3apaBooXpaHeHms,
HanoroBbLIN MHCNeKTop \uf COTPYAHUK
NPaBooOXpaHUTENBHbIX OpraHoB He  6yayr
obpaljarbcs C Taxmn-npenno




Ha TenecdoH y4dactHuka CBO npuxoaurt
coobuweHne cneaywuwero Buaa: «Bam npuwno
MMS-coobweHue. [Ons nony4exHus npounauTte no
- ccbinke...». Npu nepexone. no_yxasauuomy aapecy

¢ [pyrown
'y 3aKase
Gunbﬂoro,
6M.I1bI-IOI'O

Moﬁoﬁﬂuxu
3YIOT cneuuanbubne poefpammbl, KO(Obble
HOT aBTOMaTU4ECKMH Hepupoaa'rb ThICAYMN
weHun. Cpasy > 5]
IbWLIMBLIN CHET OHU CHIAM
AK OBE3OMNACUTD |ACE
3B0RUTL NO HOMepY, C KOTOROF
BMOJIHe BO3MOXHO, YTO B JIT

: ?W‘ Tenecorna




1. Ecnn 3BOHAT noposputenbHbie nUUa, TO HeMeaneHHo
npepsute pasrosop! lNpu ANUTENLHOM Pa3roBope MOLWEHHUKK BHywwar
HeobXoAMMOCTL MCMONMHWUTL UX TpeBosanua! fina atoro pa3roBop Byger
BECTUCL B TemMne «pasneHus» (4tobbl Bkl He wmornu npepBath
pasrosop), Bac O6yayr sanyruBatb HeraTMBHbLIMWU NOCNEACTBUSIMU
(AeHexHbIe cpegcTBa HY)XXHO HeMeaneHHo obezonacuTh OT MOXMULIEHUR),
TpeboBaTb HeMeaAneHHbIX AeNCTBUI 6e3 NpeaoCTaBNEeHUs BO3MOXHOCTH
obaymarts ux pesynbrarel,

2. Hukorga » HUKOMY He coobuaiTe Napony u ceKpeTHbIe KoAbl,
KOTOpbie NMPUXOOAAT BaM B COODOWEHMM OT BaHka. TONbKO MOLEHHUKN
CnpawuvBarT 3TM NAPONu 1 Koabl.

MomHuTe: XpaHeHue pekeuauToB u lMWUH-koaa B TaHe — 3TO
Bawa orBercTBeHHOCTH W o06si3aHHOCTL! HUKTO, HM 0aHK, Hu
npaBooXxpaHuTentHbie opraHbl, He Bnpase TpeGosatk Baw MUH-kop u
napons!

3. OnepaTrMBHO-pPO3bLICKHLIE AencTBuUsA, CneacTBeHHbIe
MeponpusaTus no tenedoHy He nposoasTcs!
Cnyx6bi Be3zonacHocTH BaHkoB " COTPYAHWNKM

NPaBOOXPaHUTENbHbLIX OPraHOB HUKOrAA He 3BOHAT rpaxaaHam ¢
COoObLWeHUsiMM 0 HeOBXOANMOCTU B3ATE KPEAUT U nepeBecT NeHbLrM Ha
«BesonacHbINY UNK «pe3epBHLINY cYeT!

Hukorpa He coseplianTe HUKaKMX NEPEBOAOE M He nepenasaunTe
AEHLIM TPeTLUM NUuam.

4. He nepessaHuBalTe No TenecoHam W HE nepexoauTe no
NoAO3pUTeNbHLIM CCbhifIKaM, KOTOpPbLIE ykasaHsl B, CMC coobuweHusnx,
coobuweHnsix u3’ couuManbHbIX ceTten wu ANEeKTPOHHOM nouyTtbl! He
OTKpbIBaWTe COOOWEHUA C He3HakoMmbix agpecatos! Tam MoryT
coaAepXaTbCs WNUOHCKUE NporpaMmbl, NOMOrarowme NOXUTUTL Balu
baHkoBCKue gaHHble!

OTkaszbiBauTeCh OT NPEeANOXEeHUN NOCTOPOHHMX nuu, KOTOpble
npeanarar0T cKa4aTh Ha TenedoH nporpaMmbl RustDesk u AnyDesk, a
3aTem nNpefocTaBuTh Kodbl goctynal OHW aaoT goctyn K ynpaBReHuio
TenecoHom wu GecnpenaTCTBEHHOMY  ynpaBneHuio BaHKOBCKMMM
cyeTamn! MOWEHHMKN MOTYT NepeBecTy Baiuum AeHbIW B Apyron BaHk, a
AOKa3aTb 3TO OyAeT HEeBO3IMOXHO, T.K. ¢ HaHKOM B3aumopencreoBan
Baw tenedgoH. : St A

5. OkasbiBanTe NOMOWbL WMAW BeaUTE MOMCK yyacTHUKOB CBO
4Yeped MuHucTepcTBO 060pOHBLI Poccuitckon ®egepauunn, nybnuyHbie
OpraHbl BRACTU WNW oOpraHv3auum, KOTopble 3TuMm oduynanbHoO
3aHMMaKTCH. _ \ A

6. MNpu nony4eHnu cdoTo- un Buaeomarepuanos ¢ unsobpaxeHmem
yqactHukoB CBO wnu wux poacTBEeHHUKOB He npeanpuHuManTe
NOCNEeWHLIX AEWCTBUM, OHM MOTyT CreéeHepupoBaHb! MpPOrpamMmMHLIM
obecnevyeHumem.

MocrapanTech CBA3ATLCA C HUMM UNU BLISICHUTL cyaLby uepes
MuHucTepcTBO 060poHLI Poccuitckomn Penepaumnn.



